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Executive Summary: Bizmatics Intervention Risk Management Practices

1.0verview

Purpose

This Intervention Risk Management (IRM) Policy Summary outlines the Risks -Analysis, Mitigation strategies, and Governance frameworks that
ensure safe, secure, and compliant use of PrognoCIS PDSI tools, consistent with the 21st Century Cures Act and ONC certification requirements.

It provides an overview of the risk assessment and management activities undertaken by Bizmatics Inc. for each of its Predictive Decision Support
Interventions (DSls), ensuring alignment with the requirements of the ONC Health IT Certification Program.

A Predictive DSl refers to a system or feature that assists clinical decision-making by employing algorithms or data-driven models to uncover
patterns within training data and generate outcomes such as forecasts, categorizations, recommendations, assessments, or analyses.

For example, PrognoCIS’s suite of Al-powered Predictive Decision Support Interventions (pDSI) includes advanced clinical tools integrated into our
certified Electronic Health Record (EHR) platform. These tools leverage to assist clinicians in decision support for example in clinical query
resolution, documentation, and visit summarization.

Our approach follows the values like Accountability -Responsibility- Ownership, Understanding and Learning, Solutions not problem.
Bizmatics team upholds its dedication to ensuring safety, protecting privacy, maintaining transparency, and minimizing algorithmic bias as we
continue to embed Al-driven innovations into our products and services.

Scope:

This Policy applies to Predictive DSI functionality supplied by Bizmatics in its certified EHR software.
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Risk Analysis

Bizmatics team proactively identifies and mitigates potential risks and adverse impacts through our standard design and testing protocols. During
the development and deployment of Predictive DSI, we apply heightened scrutiny tailored to the unique attributes of each intended use case.
Throughout this process, we consider factors such as:

Key IRM Risk Analysis Attributes:

Clinical Accuracy Risks: pDSl tools may produce incomplete, inaccurate, or misleading clinical guidance.

Input Misinterpretation: Ambiguous or misunderstood user queries can generate irrelevant or inappropriate outputs.
Bias & Model Constraints: Inherent biases and limitations in pDSI models may affect fairness and reliability.

Model Drift: Performance degradation over time can reduce accuracy if not actively monitored and updated.

Privacy & PHI Handling: Risks of exposure or mishandling of Protected Health Information during processing.
Security Vulnerabilities: Threats of unauthorized access, data leakage, or misuse within clinical workflows.

Overreliance Without Oversight: Dependence on outputs without proper clinical review may compromise patient care.

Bizmatics conducts a thorough evaluation of each Predictive DSI, considering multiple attributes to ensure quality and responsible

performance. The depth of this assessment is scaled according to factors such as potential risk and workflow complexity.

Bizmatics applies a detailed Risk Analysis process which is designed to critically examine these attributes and confirm that each model performs
reliably, safely, and in alignment with our ethical and regulatory standards.

Key areas of evaluation include accuracy, consistency, resilience, equity, clarity, safety, data protection, and privacy. validity, reliability, robustness,
fairness, intelligibility, safety, security, and privacy.
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Validity :

Clinical Predictive DSIs developed by Bizmatics are subject to thorough scrutiny. In addition to Product Management and Quality Assurance review,
these interventions are assessed by licensed clinicians in beta version phase who possess the expertise and hands-on experience necessary to
evaluate the clinical validity and practical applicability of the intervention’s outputs in real-world healthcare environments.

Overall, itis ensured that predictive outputs are clinically relevant, consistent with current medical practice, and aligned with recognized clinical
guidelines. We also identify potential patient safety concerns associated with decision support tools and their integration into EHR systems.

Adherence to this IRM framework helps identify, assess, and mitigate potential safety and validity risks before a Predictive DSl is released for clinical
use.

Reliability

Our CEHRT systems are hosted on secured cloud servers and, where required, on client-managed servers, ensuring resilient infrastructure. We
collaborate with organizations during model implementation to provide oversight of local configurations, verifying proper setup and validation. Using
industry-standard data science practices, we identify critical training inputs and validate configurations to deliver dependable outputs.

Security and Privacy:

We apply preventive and responsive safeguards to manage security and privacy concerns. Predictive DSI operates on secure, cloud-based platforms
with industry recognized encryption standards. We work closely with partner organizations to evaluate and escalate clinical risks, ensuring that
significant findings are shared across users to keep models safe, reliable, and continuously improved.

Intelligibility:
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Predictive DSI features undergo expert review in usability and human-machine interaction to ensure users clearly understand the predictive nature
of outputs and how to validate them before acting. In line with Bizmatics’ development standards, we embed in-system guidance, workflow cues,
and notifications that explain how predictive factors shape outcomes, enabling seamless and intuitive integration into clinical workflows.
Fairness:

Our QA process rigorously evaluates model performance across diverse groups to promote health equity, including customizable and combined
groups for intersectional analysis. During development, additional reviews help identify and address domain-specific biases. To further reduce bias
risk, demographic characteristics not essential to the intervention are excluded from system inputs, ensuring fairness in outcomes.

Risk Mitigation

Bizmatics outlines a structured approach to managing identified risks through targeted strategies, tools, and controls designed to reduce their
likelihood or impact.

Objective is to ensure that all risks are brought within acceptable thresholds (residual risk) by proactively addressing potential vulnerabilities.
Execution:

For each identified risk, Bizmatics will define and document specific mitigation actions (e.g. Implementing prompt guardrails, adding user
disclaimers, enabling audit logging, feedback mechanism to help us improve). Our team assigns clear ownership, sets timelines, and defines
measurable success criteria for each mitigation step. We establish a structured process for continuous monitoring, evaluation, and refinement of
controls to ensure they remain effective throughout development and ongoing operational monitoring.

Development Safeguards for Predictive DS/

e Secure EHR Environment: Certified EHR platforms provide secure processing environments to prevent unauthorized data exposure.

e Role-Based Access Controls: Only authorized clinicians can access and use features within the EHR.

e Patient Consent Protocols: Consent is obtained where applicable, especially for audio recordings or sensitive data processing.

e Prompt Design & Input Filtering: Carefully designed prompts and filters restrict outputs to clinically relevant and appropriate content.
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e Usage Logging & Audit Trails: Comprehensive logs and audit trails support compliance, troubleshooting, and incident investigations.
Ongoing operational monitoring & Feedback Processes:

e User Training & Clinical Oversight: Training programs highlight the predictive nature of outputs, reinforce the need for clinical validation, and
clearly define user responsibilities.

e Customer Feedback: Feedback channels include but not limited to client support team interactions with clinic staff, site visits, and ongoing
configuration and performance reviews.

A comprehensive mitigation plan built on concrete actions, not abstract goals, drives consistent implementation and long-term impact. Bizmatics is
committed to executing a clear mitigation plan through a transparent, proactive, and accountable approach.

Risk Governance

Bizmatics’ Predictive DSI development is built on the company’s commitment to safety, reliability, and ethical innovation, ensuring that every
product functions as intended and supports sound clinical decision-making. Our organization is dedicated to ensuring accountability, conducting
thorough evaluations to identify and mitigate bias, and protecting individual privacy in accordance with governing regulatory frameworks. Teams
proactively assess and mitigate risks throughout development, release, and adoption, with defined escalation paths and expert review of all risk
analyses. Predictive models are continuously monitored and evaluated to guide improvements or deprecation.

All Predictive DSI activities—from design to maintenance—operate under Bizmatics Information Security Management, Risk Assessment -Analysis
and Software Development Lifecycle policies. Bizmatics enforces comprehensive governance controls over the retrieval, management, storage, and
access of all data to ensure integrity, security, and privacy throughout its lifecycle. The use of Patient Health Information (PHI) and other sensitive
data is strictly regulated, limited to essential business purposes, and de-identified wherever practicable.
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All data is retained within Bizmatics’ secure infrastructure or shared exclusively with authorized third parties under enforceable data usage
agreements. These practices are designed to maintain full compliance with the Health Insurance Portability and Accountability Act (HIPAA) and
other applicable quality, safety, and privacy standards.

Through these measures, Bizmatics demonstrates its ongoing commitment to responsible data stewardship, regulatory accountability, and the
ethical handling of sensitive information.

Governance Framework Components:
o Lifecycle Governance: Formal oversight of pDSI model deployment, versioning, validation, and updates.
¢ Performance & Compliance Audits: Regular reviews of pDSI performance, data use, and adherence to privacy and security policies.
¢ Incident Management: Defined protocols to address errors, breaches, or other pDSl-related security events.
¢ Transparency: Clear documentation of pDSl capabilities, limitations, and intended use for end-users.
o Regulatory Alignment: Compliance with ONC certification requirements and all relevant federal and state regulations.

¢ Accountability & Roles: Defined user responsibilities, including clinical review and approval of pDSI outputs.
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IRM Summary: PrognoCIS Al Chat Box — Predictive DSI

1. Overview

The PrognoCIS Al Chat Box is a Predictive Decision Support Intervention (pDSlI) that provides general, evidence-based clinical information to assist
clinicians in retrieving definitions, guideline criteria, and reference-style medical knowledge. It leverages Anthropic Claude hosted via AWS Bedrock
under a signed BAA, ensuring HIPAA-compliant infrastructure. Bizmatics does not train or modify the vendor model; all safety, privacy, and
operational controls are applied within the Bizmatics application layer.

Claude is accessed exclusively through AWS Bedrock services configured for HIPAA compliance. No direct calls to public Anthropic APIs are made.
Scope and Limitations:

The Al Chat Box is a Predictive Decision Support Intervention (pDSI) designed for general, non-patient-specific informational use. It provides
predictive guidance on clinical questions using evidence-based references and must not be used to make patient-specific diagnoses, treatment
decisions, or clinical recommendations.

2. Intended Use

The Al Chat Box allows clinicians to ask general medical information questions, including:
e Clinical definitions (e.g., “What is microalbuminuria?”)
e Guideline-based criteria (e.g., “What are ADA criteria for type 2 diabetes?”)
e General medical knowledge

e Evidence-based informational content
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Out of Scope / Blocked Behaviour
The system does not:
¢ Provide patient-specific advice
o Suggest diagnosis or treatment
e Provide drug dosing
e Access orretrieve patient chart data from the EHR
e Summarize EHR content
e Respond to non-clinical questions (e.g., “List restaurants near me”)
For out-of-scope questions, the system responds with a safe fallback message:

“I can help only with general healthcare-related informational queries.”

3. Data Practices
3.1 Data Acquisition

e Only user-entered questions are transmitted to Claude hosted in AWS Bedrock.
o System design ensures no EHR patient data or identifiers are exposed to the model.
e No EHR patient data is provided to the model.

3.2 Data Validation (Updated)

¢ Domain classification ensures queries remain informational.

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304

https://www.prognocis.com/



B SRS

BIzMATICS_PREDICTIVE DSI - INTERVENTION RISK MANAGEMENT PRACTICES

e Patient chart data is never accessible to the Al Chat Box.
e Guardrails prevent patient-specific or treatment-related prompts.
3.3 Data Storage & Retention (Updated)
e APl calls are logged without PHI because patient chart data is never transmitted.
¢ Only metadata (timestamp, outcome type, safety category) is retained.
e AWS Bedrock enforces zero-retention for model inputs/outputs under HIPAA configuration.
3.4 Data Limitations (Updated)
¢ Relies on vendor model’s general medical knowledge hosted in AWS Bedrock under HIPAA compliance.
e Cannot guarantee guideline currency without periodic revalidation.
¢ Responses require clinician verification and should not be used for patient-specific decisions.

e No patientchart data in EHR is accessed; informational responses only.

4. Validity, Reliability, Robustness, and Fairness
4.1 Validity

¢ Clinician review of standard reference questions.
¢ Allclinical and informational content undergoes accuracy verification against reliable, industry-accepted sources.
e Out-of-scope questions verified as blocked.

4.2 Reliability

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304
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e High-availability infrastructure ensures consistent uptime.

o Regression tests confirm consistent behavior.
4.3 Robustness

¢ Domain classification and fallback responses ensure safe and consistent outputs.

e Architecturalisolation prevents access to patient chart data from EHR.

e AWS Bedrock zero-retention configuration adds security and compliance safeguards.
4.4 Fairness

e Subpopulation tests and bias evaluation of outputs.

e Ensures neutral, equitable responses.

5. Safety, Security, and Privacy Controls
5.1 Safety Controls

e Domain restriction (informational queries only)
e Mandatory disclaimers

e Human oversight recommended

e QA sampling for hallucination detection

5.2 Security Controls
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IAM (Identity and Access Management) role-based access
e Encrypted transmission and storage
e APl authentication
¢ Network isolation, firewall, and anomaly detection
e Full audit logging (no PHI)
5.3 Privacy Controls

Strict data minimization is enforced.

Patient chart data in EHR remains inaccessible to the Al Chat Box by design.

AWS Bedrock ensures zero-retention for model inputs/outputs under HIPAA configuration.

Vendor contract prohibits data retention.

6. Governance, Oversight, and Monitoring

6.1 Governance Roles

¢ Product: Guardrails, safe prompt rules

¢ QA: Validation, regression tests

¢ Clinical Review: Accuracy feedback from beta clinicians

e Security / Compliance: HIPAA, ONC alignment, audit review

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304
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* DevOps: Infrastructure reliability, monitoring
6.2 Monitoring Cadence
¢ Routine QA sampling conducted during the QA process
e Fairness and safety reviews incorporated into CloudOps workflows
¢ Residual-risk assessments performed as part of standard governance
e Scheduled clinical validation activities, including limited beta release to selected clients for feedback.
e Continuous SLA & latency monitoring
6.3 Escalation & Remediation
Triggers:
e Significantincrease in hallucinations or inaccurate responses
e Detection of bias or fairness issues
e Security anomalies or unauthorized access attempts
Actions:
e Immediate triage and investigation
¢ Update guardrails and domain restrictions as needed
e Conduct QA and clinical revalidation of affected workflows
o Verify AWS Bedrock HIPAA configuration (zero-retention, encryption, IAM) and escalate to AWS support if required

¢ Revise documentation and communicate changes to stakeholders
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¢ Notify impacted users if required by compliance protocols
6.4 User Feedback & Continuous Improvement

The Al Chat Box includes positive and negative feedback options that allow clinicians to provide input on the usefulness, clarity, and relevance of
informational responses.

For negative feedback, the system provides an optional free-text field titled “Help us to improve”, enabling users to describe general concerns
related to response quality.

Safeguards applied to feedback collection include:

¢ Feedback is voluntary and informational in nature

e Users are instructed not to enter patient-specific or identifying information
¢ Feedback text is not associated with any patient record

e Feedback is not used to generate clinical recommendations

¢ Feedback does not modify or retrain the vendor model

Collected feedback is reviewed as part of Bizmatics’ ongoing QA, clinical review, and governance processes to:
¢ [dentify accuracy or relevance issues

¢ Detect potential hallucinations or out-of-scope responses

e Inform prompt refinement and guardrail enhancements

* Support continuous monitoring and risk mitigation

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304

https://www.prognocis.com/



B SRS

BIzMATICS_PREDICTIVE DSI - INTERVENTION RISK MANAGEMENT PRACTICES

7. Risk Analysis, Mitigation, Governance Brief Overview Table

Initial Risk Score: 10

transit & rest), network
isolation, rate limiting,
logging

Residual Risk Score:

Risk |Risk Name/ Initial Risk Analysis |Mitigations / Controls |Risk Analysis Score Risk Owner |Notes/ Dates
ID Description Score after Mitigation Governance
RO1 |Incorrect/ misleading |Likelihood: 3 Prompt engineering Residual Likelihood: Product, QA, |QA Sampling, Q2,Q32025
clinical suggestion Severity: 5 constraints, filtering, |Residual Severity: 2 Engineering |Clinical feedback
(hallucination) Initial Risk Score: 15 |guardrails, human Residual Risk Score:
review, fallback
disclaimers, domain-
constraint knowledge
base
R02 |Unintended bias/ Likelihood: 2 Audits across Residual Likelihood: Product, QA, |QA Sampling, Q2,Q32025
demographic disparity ([Severity: 4 subpopulations, bias |Residual Severity: 3 Engineering |Clinical feedback
in responses Initial Risk Score: 8 |detection, training data|Residual Risk Score:
checks, fairness
monitoring
R03 |Model drift/ Likelihood: 3 Periodic retraining, Residual Likelihood: Product, QA, |QA Sampling, Q2,Q32025
degradation over time (Severity: 4 continuous evaluation, |Residual Severity: 2 Engineering |Clinical feedback
Initial Risk Score: 12 |(drift detection, rollback|Residual Risk Score:
plan
R04 |Unauthorized access |Likelihood: 2 Authentication, access |Residual Likelihood: Product, QA, |IAM logs, Access |Q2, Q32025
or APl misuse Severity: 5 controls, encryption (in [Residual Severity: 4 Engineering |control audits
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Risk

Risk Name /
Description

Initial Risk Analysis
Score

Mitigations / Controls

Risk Analysis Score
after Mitigation

Risk Owner

Notes /
Governance

Dates

R0O5

Exposure of PHI / ePHI
via chat queries or
responses

Likelihood: 2
Severity: 5
Initial Risk Score: 10

Architectural isolation:
Al Chat Box cannot
access patient chart
data from EHR

AWS Bedrock HIPAA
configuration (zero-
retention, encryption in
transit and at rest, IAM)
Compliance review and
audit logging

Domain restriction and
guardrails to
discourage patient-
specific queries

User education:
instruct clinicians not
to enter PHI in chat

Residual Likelihood: 1
Residual Severity: 4
Residual Risk Score: 4

Product, QA,
Engineering

QA Sampling,
Clinical feedback

Q2, Q32025

R06

Overreliance by
clinicians (automation
bias)

Likelihood: 3
Severity: 4
Initial Risk Score: 12

Warnings/disclaimers,
requiring human
oversight, “confidence
scores,” “explanation”
capability, training

users

Residual Likelihood: 2
Residual Severity: 2
Residual Risk Score: 4

Clinical Users

QA Sampling,
Clinical feedback

Q2, Q32025
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Risk |Risk Name/ Initial Risk Analysis |Mitigations / Controls |Risk Analysis Score Risk Owner |Notes/ Dates
ID Description Score after Mitigation Governance
RO7 |Integration failure / Likelihood: 3 Redundancy, high Residual Likelihood: 2 |DevOps Uptime SLAs, Q2,Q32025
downtime / latency Severity: 3 availability, fallback Ul |Residual Severity: 2 Incident reports,
Initial Risk Score: 9 |experience, graceful |Residual Risk Score: 4 Clinic User
degradation, health feedbacks
checks, retries
R08 |Regulatory/ Likelihood: 1 Legal review, Residual Likelihood: 1 |Legal/ IRM summaries, |Q2, Q32025
compliance Severity: 5 transparency Residual Severity: 4 Compliance |Compliance
nonconformance (e.g. |Initial Risk Score: 5 [summaries, Residual Risk Score: 4 reviews
missing disclosure) documentation of IRM,
audit trail, versioning
R09 |Data poisoning/ Likelihood: 2 Input sanitization, Residual Likelihood: 1 |Security /ML |Adversarial Q2, Q32025
adversarial attacks Severity: 4 anomaly detection, Residual Severity: 3 Ops detection, Threat
Initial Risk Score: 8 |adversarial training, Residual Risk Score: 3 assessments
monitoring, rate limits
R10 |Misuse of module (e.g. [Likelihood: 2 Query domain Residual Likelihood: 1 |Product/UX |Misuse reporting, |Q2, Q32025
user jumps beyond Severity: 3 restrictions, fallback “I |Residual Severity: 2 Queries

intended domain)

Initial Risk Score: 6

don’t know” responses,
safe prompt handling

Residual Risk Score: 2
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8. Residual Risk Summary

With all mitigations applied—including AWS Bedrock HIPAA configuration, architectural isolation from EHR patient data, and strict domain
restrictions—the PrognoCIS Al Chat Box maintains a low residual risk profile appropriate for an informational pDSI.

Residualrisks (e.g., hallucinations, bias, unexpected patient chart PHI from EHR in user queries) are continuously monitored and managed per
Bizmatics’ IRM framework, with escalation procedures that include AWS Bedrock configuration checks when necessary.

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304
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IRM Summary : PrognoCIS Al Scribe and Scribe Summary — Predictive DSI

1. Overview

The Al Scribe Tool and Scribe Summary are Predictive Decision Support Interventions (pDSI) designed to assist clinicians with clinical
documentation efficiency by transcribing and summarizing provider—patient encounter conversations into structured clinical notes for provider

review, approval, and sign-off.

The tools are launched from within the PrognoCIS EHR patient chart and operate only during an active, authenticated clinical encounter after explicit
patient consent is captured.

The Scribe Tool leverages Anthropic Claude models hosted via AWS Bedrock under a signed BAA, ensuring HIPAA-compliant infrastructure.
Bizmatics does not train, fine-tune, or retain vendor models. All privacy, safety, validation, and governance controls are implemented at the
Bizmatics application layer.

Claude is accessed exclusively through AWS Bedrock HIPAA-configured services. No direct calls to public LLM APIs are made.
Scope and Limitations
The Scribe Tool and Scribe Summary:

e Perform speech-to-text transcription and encounter summarization

e Organize spoken content into structured clinical note sections

¢ Do not generate diagnoses, treatment plans, or clinical recommendations

¢ Require mandatory clinician review before becoming part of the medical record

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304
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2. Intended Use

The Al Scribe Tool enables clinicians to:
e Record provider-patient encounter audio (with consent)
e Transcribe spoken dialogue into text
e Summarize encounter content into structured note sections
e Reduce manual documentation burden
e Edit, approve, and sign off on Al-generated notes prior to finalization

The Scribe Summary presents a condensed, encounter-based summary derived solely from the recorded audio and transcription, displayed for
clinician validation.

Out-of-Scope / Blocked Behaviour
The system does not:
e Generate diagnoses, assessments, or treatment recommendations
e Provide predictive or prescriptive clinical guidance
¢ Introduce new clinical facts not presentin the encounter audio
e Access patient data outside the active encounter

e Operate without documented patient consent

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304
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Auto-finalize or auto-sign notes

Respond to free-text prompts unrelated to encounter audio

Perform autonomous clinical decision-making

If consent is missing or audio input is invalid, the tool does not activate and displays a safe system message.

3. Data Practices

3.1 Data Acquisition

Inputs consist of audio recorded during the active provider—patient encounter
Audio may contain ePHI by nature of clinical conversation
Audio capture is enabled only after patient consent

No historical or unrelated EHR data is provided to the model

3.2 Data Validation

Authenticated clinician access is required
Patient chart context is system-controlled
Audio input is restricted to the active encounter session

Guardrails prevent processing beyond encounter scope

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304
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3.3 Data Storage & Retention

e Audio and transcription data are transmitted via secure, encrypted API calls

o AWS Bedrock HIPAA configuration enforces zero-retention of model inputs/outputs

e Vendor does not store or reuse ePHI

e Transcripts and summaries are stored within the PrognoCIS EHR only after clinician approval

e Operational metadata (timestamps, status, errors) is retained for auditing (no additional PHI)
3.4 Data Limitations

e Accuracy depends on audio quality and clarity

o Overlapping speech or background noise may affect results

e The model does not verify clinical completeness or correctness

e All outputs require human review before reliance

4. Validity, Reliability, Robustness, and Fairness
4.1 Validity

e Clinician review and sign-off prior to record finalization
e QA comparison of transcripts against recorded audio

e Validation of structured note formatting

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304

https://www.prognocis.com/



B SRS

BIzMATICS_PREDICTIVE DSI - INTERVENTION RISK MANAGEMENT PRACTICES

4.2 Reliability
e High-availability AWS infrastructure
e Regression testing of transcription and summarization flows
e Controlled production deployment
4.3 Robustness
e Consent-gated activation
e Fail-safe behaviour on transcription failure
e Architectural isolation from unrelated EHR data
4.4 Fairness
o No demographic inference or profiling
e Faithful summarization of spoken content

e Periodic QA review to ensure neutral transcription behaviour

5. Safety, Security, and Privacy Controls
5.1 Safety Controls

e Consent enforcement
e Documentation-only scope

e Mandatory clinician oversight
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¢ QA sampling for omissions or transcription errors
5.2 Security Controls

e Role-based access (IAM)

e Encrypted data in transit and at rest

e Secure APl authentication

¢ Network isolation and firewall protections

e Comprehensive audit logging
5.3 Privacy Controls

e Explicit patient consent

o HIPAA-aligned processing

e AWS Bedrock zero-retention configuration

e Vendor contractual prohibition on data retention

e Access restricted to authorized clinical users

6. Governance, Oversight, and Monitoring

6.1 Governance Roles
e Product: Workflow, scope, note structure

¢ QA: Validation, regression testing
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e Clinical Review: Accuracy and usability feedback
e Security & Compliance: HIPAA, ONC, audit readiness
¢ DevOps: Availability, monitoring, incident response
6.2 Monitoring Cadence
¢ Routine QA sampling
e Performance and latency monitoring
e Periodic clinical validation
e Security and access log reviews
6.3 Escalation & Remediation
Triggers
e Transcription inaccuracies
e Consent failures

e Privacy or security anomalies

Actions
e Immediate triage
e Guardrail or workflow updates

¢ QArevalidation
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e Documentation updates
e Stakeholder communication
6.4 User Feedback & Continuous Improvement
e Optionalclinician feedback on transcription/summaries
¢ No patient-identifying data in feedback
e Feedback reviewed in aggregate

e Used to refine workflows and mitigate risk
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7. Risk Analysis, Mitigation, Governance Brief Overview Table

microphones.
Real-time audio

Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Recording REC-01 Recording fails to Likelihood: 4 | Clear Residual Engineering,QA | High user Q2,Q3
Risk start or stops Severity: 3 visual/audible Likelihood: 1 frustration and | 2026
prematurely, Initial Risk indicators for Residual workflow
resulting in a lost Score: 12 recording status Severity: 5 disruption.
encounter. (e.g., "Recording," | Residual Risk Provider must
"Stopped"). Pre- Score: 5 revert to
encounter manual
hardware checks. documentation.
Buffer/cache
audio locally to
prevent data loss
from network
issues. Alert user
on failure.
Recording REC-02 Poor audio quality | Likelihood:4 | Provide best Residual Clinical "Garbage in, Q2,Q3
Risk due toincorrect Severity: 3 practice guides Likelihood: 1 | Operations, garbage out." 2026
microphone Initial Risk and training for Residual Engineering,QA | Poor audio is a
placement, Score: 12 device placement. | Severity: 4 primary cause
making Use of high- Residual Risk of downstream
transcription quality, Score: 4 errors.
unusable. omnidirectional
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
level monitoring in
the Ul.
Recording REC-03 Recording Likelihood: 3 | Use of directional Residual Product A direct HIPAA | Q2,Q3
Risk inadvertently Severity: 4 microphones with | Likelihood: 1 | Management, violation if 2026
captures Initial Risk noise-cancelling Residual Engineering, QA another
conversations Score: 12 features. User Severity: 3 patient's PHI is
from adjacent training on Residual Risk captured and
rooms or hallways, creating a Score: 3 stored.
including PHI of confidential
other patients. recording
environment.
System should not
be usedin open-
bay clinic areas.
Recording REC-04 Physicalrecording | Likelihood:2 | Mandate full-disk Residual Clinical A stolen device | Q2,Q3
Risk device (ifused)is | Severity: 5 encryption on all Likelihood: 1 | Security Team | with 2026
lost or stolen, Initial Risk recording devices. | Residual unencrypted
potentially Score: 10 Prohibit long-term | Severity: 4 PHI constitutes
exposing stored storage of PHl on Residual Risk a major,
PHI. local devices; Score: 4 reportable data
upload and purge breach.
immediately.
Implement remote
wipe capabilities.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Recording REC-05 Failure to obtain Likelihood: 3 | Mandatory Residual Product Verified that Q2,Q3
Risk and document Severity: 4 consent promptin | Likelihood: 1 E:g?iizr::gt@ patient consent | 2026
patient consent Initial Risk the Ul before Residual ’ is required
for recording, Score: 12 recording can be Severity: 3 before
violating privacy initiated. Provide Residual Risk recording, with
and state laws. scripts and Score: 3 appropriate
training for staff on guidance
how to obtain provided and
consent. Log consent status
consent statusin capturedin the
the application's audit trail for
audit trail. compliance and
traceability.
Clinical Risk CL-01 Incorrect Likelihood: 4 | Human-in-the- Residual Engineering,QA | The core of the | Q2,Q3
extraction of Severity: 4 loop (HITL) review: | Likelihood: 3 clinical note. 2026
Chief Complaint Initial Risk Clinician must Residual Errors here can
or HPI details, Score: 16 review and Severity: 4 propagate
leading to approve all Al- Residual Risk throughout the
misrepresentation generated notes Score: 12 entire
of the patient's before signing. Use encounter
primary issue. of structured documentation.
templates to guide
extraction.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Clinical Risk CL-02 Missed or omitted | Likelihood: 3 | Clinician review Residual Product Team, | A critical risk, as | Q2, Q3
symptoms/ Severity: 5 and sign-off Likelihood: 2 | QA, Engineering | a missed key 2026
diagnoses Initial Risk workflow. Al model | Residual symptom (e.g.,
mentioned during | Score: 15 trained to flag Severity: 3 chest pain) can
the conversation. encounters with Residual Risk lead to

high ambiguity or Score: 6 significant
low confidence for patient harm.
mandatory manual

review.

Clinical Risk CL-03 Al "hallucinates" Likelihood: 3 | Use of Retrieval- Residual Engineering, QA | Hallucinations Q2,Q3
plausible but Severity: 5 Augmented Likelihood: 1 are a known 2026
factually incorrect | Initial Risk Generation (RAG) | Residual failure mode of
clinical Score: 15 grounded in the Severity: 4 LLMs and pose a
information (e.g., conversation Residual Risk severe Pat'ent

. . safety risk.
a non-existent transcript. Score: 4
symptom or Confidence
finding). scoring for all

extracted entities;
low-confidence
items are flagged
for review.
Clinician sign-off is
the final control.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Clinical Risk CL-04 Wrong patient Likelihood: 2 | Strongintegration | Residual Engineering Primarily an Q2,Q3
attribution in a Severity: 5 with EHR patient Likelihood: 1 integration and | 2026
busy clinic, where | Initial Risk context (e.g., using | Residual workflow risk.
the Al scribe Score: 10 patient identifiers | Severity: 5 A "never event"
documents from the Residual Risk that must have
information for appointment Score: 5 strong technical
the wrong patient schedule). Clear controls.
record. Ul indicators

showing the active
patient.
Pre-session
confirmation
prompt for the
provider.

Clinical Risk CL-05 Failure to extract | Likelihood:3 | Dedicated Ul Residual ProductTeam | Missing an Q2,Q3
or accurately Severity: 5 section for Likelihood: 2 allergy canlead | 2026
document a Initial Risk allergies requiring | Residual to life-
patient-reported | Score: 15 explicit Severity: 3 threatening
allergy. confirmation. NLP | Residual Risk adverse drug

models Score: 6 events.
specifically trained

on allergy

extraction. Cross-

referencing with
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation
existing EHR
allergy list and
flagging
discrepancies.

Clinical Risk CL-06 Inaccurate Likelihood: 4 | Structured data Residual Engineering Medication Q2,Q3
documentation of | Severity: 4 extraction for Likelihood: 1 errors are a 2026
current Initial Risk medication details | Residual leading cause
medications, Score: 16 (drug, dose, route, | Severity: 5 of preventable
including dosage, frequency). Residual Risk harm.
frequency, or Integration with Score: 5
name. medication

databases (e.g.,
RxNorm) for
validation.
Clinician review
and reconciliation
workflow.

Clinical Risk CL-07 Al generates an Likelihood: 3 | The Assessment & | Residual Clinical Team, This section Q2,Q3
inaccurate Severity: 5 Plan section is Likelihood: 1 | QA, Engineering | dictates the 2026
Assessment & Initial Risk flagged for Residual course of
Plan that Score: 15 mandatory, Severity: 5 treatment and
misrepresents the detailed review by follow-up,
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation
clinician's medical the clinician. Al Residual Risk making errors
decision-making. provides a Score: 5 here
summary particularly
suggestion, nota dangerous.
definitive
statement.
Clinicianis
required to
edit/approve
before signing.

Clinical Risk CL-08 Incorrectly Likelihood: 4 | Use of structured Residual Engineering,QA | Al is limited to Q2,Q3
documents ROS Severity: 3 templates and Likelihood: 1 audio input and | 2026
or Physical Exam Initial Risk checklists for Residual cannot capture
findings (e.g., Score: 12 ROS/PE. Al cannot | Severity: 5 visual signs.
documenting "no capture non-verbal | Residual Risk This limitation
acute distress" cues; system Score: 5 must be made

when the patient
appeared
distressed).

includes
disclaimers and
requires clinician
to manually
document visual
findings.

clear to the
user.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Clinical Risk CL-09 Misattribution of | Likelihood:3 | Advanced speaker | Residual Engineering,QA | Can lead to Q2,Q3
statements Severity: 4 diarization models. | Likelihood: 1 confusion, e.g., | 2026
between provider | Initial Risk Ul clearly labels Residual attributing a
and patient. Score: 12 statements by Severity: 5 patient's self-

"Provider" or Residual Risk diagnosis to the
"Patient" in the Score: 5 provider's
source transcript. assessment.
Clinician review of

the generated note

against the

transcript.

Coding Risk CD-01 Suggests an Likelihood: 4 | Al coding Residual Product Can lead to Q2,Q3
incorrect ICD-10 | Severity: 3 recommendations | Likelihood: 1 | Management, claim denials 2026
diagnosis code Initial Risk are clearly labelled | Residual Engineering, QA and compliance
that does not Score: 12 as "suggestions." Severity: 5 issues.
match the clinical Integration with Residual Risk
assessment. professional Score: 5

coding engines for
validation.
Clinician/biller
must confirm all
codes. Regular
model updates for
new coding
guidelines.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Coding Risk CD-02 Recommends an Likelihood: 3 | CPT code Residual Product Financial Q2,Q3
incorrect CPT Severity: 3 suggestions are Likelihood: 1 | Management, impacton the 2026
procedure code, Initial Risk based on Residual Engineering,QA practice and
leading to billing Score: 9 documented Severity: 5 potential for
errors. procedures and Residual Risk audits.
require manual Score: 5
confirmation.
System provides
rationale for code
suggestion, linking
back to note
content.
Coding Risk CD-03 Recommends an Likelihood: 4 | E&M levelis Residual Product Acommonarea | Q2,Q3
incorrect E&M Severity: 3 presented as a Likelihood: 1 | Management, for audits and 2026
(Evaluation & Initial Risk "recommendation” | Residual Engineering, QA compliance
Management) Score: 12 with supporting Severity: 5 risk.
level. criteria (e.g., MDM, | Residual Risk
time). The provider | Score: 5
or billing staff
makes the final
determination.
Clear disclaimers
inthe Ul.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Coding Risk CD-04 Al systematically Likelihood: 2 | Regularinternal Residual Engineering,QA | Serious Q2,Q3
up codes Severity: 4 audits of Al- Likelihood: 1 compliance and | 2026
encounters, Initial Risk assisted coding. Residual legal
leading to Score: 8 Model Severity: 4 ramifications.
fraudulent billing performance Residual Risk
and auditrisk. monitoring for bias | Score: 4

towards higher-
paying codes.
Clear policy that
the provideris
ultimately
responsible for
coding.

Coding Risk CD-05 Al systematically Likelihood: 3 | Performance Residual Product Direct financial | Q2, Q3
under codes Severity: 3 dashboards for Likelihood: 1 | Management, impact on the 2026
encounters, Initial Risk practice Residual Engineering, QA healthcare
leading to revenue | Score:9 administrators to Severity: 5 organization.
loss for the monitor coding Residual Risk
practice. trends. Modelis Score: 5

trained to be
conservative and
flag ambiguity
rather than guess.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Order Risk OR-01 Extracts the wrong | Likelihood:2 | Structured Residual Product Acritical patient | Q2, Q3
medication name | Severity: 5 extraction linked Likelihood: 1 | Management, safetyriskthat | 2026
or a sound-alike Initial Risk to drug databases | Residual Engineering,QA can leadto
drug fora Score: 10 (e.g., First Severity: 5 severe adverse
prescription order. Databank, Residual Risk events.

RxNorm). High-risk | Score: 5
drug orders are

flagged for extra

verification. "Read-

back" confirmation

step in the Ul for

all medication

orders.

Order Risk OR-02 Extracts an Likelihood: 3 | Use of structured Residual Engineering,QA | Overdoses or Q2,Q3
incorrect dosage, | Severity:5 data fields for Likelihood: 1 underdoses can | 2026
route, or Initial Risk order entry (no free | Residual cause
frequency for a Score: 15 text). Dose range Severity: 4 significant
medication order. checking and Residual Risk patient harm.

validation against | Score: 4

clinical guidelines.
Clinician must
review and
electronically sign
every order.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Order Risk OR-03 Fails to capture a Likelihood: 3 | Ul provides a Residual Product Delays in care Q2,Q3
verbally stated Severity: 4 summary of all Likelihood: 1 | Management, or missed 2026
order for a lab, Initial Risk detected orders Residual Engineering,QA diagnoses can
medication, or Score: 12 for quick review. Severity: 4 result from
referral. System prompts Residual Risk missing orders.

the userifno Score: 4
orders are

detectedina

consult where they

are expected.

Clinician sign-off

onthe final order

set.

Order Risk OR-04 Creates duplicate | Likelihood:3 | System checks for | Residual Engineering,QA | Can lead to Q2,Q3
orders for the Severity: 3 existing, identical | Likelihood: 2 unnecessary 2026
same medication | Initial Risk pending orders for | Residual tests, patient
or lab test. Score: 9 the patient before | Severity: 3 inconvenience,

populating a new Residual Risk and increased
one. Clear Ul to Score: 6 costs.

manage and
review all pending
orders for the
encounter.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Order Risk OR-05 Recommends an Likelihood: 3 | Order Residual ClinicalTeam, | Canleadto Q2,Q3
incorrect lab or Severity: 4 recommendations | Likelihood:2 | Engineering,QA | unnecessary 2026
radiology order Initial Risk are suggestions Residual radiation
basedon a Score: 12 linked to Severity: 3 exposure,
misunderstanding diagnoses. Residual Risk costs, and
of the clinical Integration with Score: 6 diagnostic
context. clinical decision rabbit holes.

support (CDS)
tools to validate
order
appropriateness.
Provider is the final
decision-maker.

Dictation Risk | DC-01 Accidental Likelihood: 3 | Explicit Start/Stop | Residual Product Users should Q2,03
recording of Severity: 4 controls, recording | Likelihood: 1 | Management, clearly know 2026
conversations not | Initial Risk indicator, user- Residual Engineering,QA when recording
related to the Score: 12 controlled Severity: 4 is active.
patient encounter. recording. Residual Risk

Score: 4
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Dictation Risk | DC-02 Incorrect Likelihood: 4 | Provider reviews Residual Product Al-generated Q2,Q3
transcription of Severity: 5 and edits Likelihood: 2 | Management, textis advisory | 2026
medical Initial Risk transcription Residual Engineering,QA and should not
terminology, Score: 20 before saving; Severity: 5 be
medications, manual correction | Residual Risk automatically
dosages, or supported. Score: 10 accepted.
diagnoses.

Dictation Risk | DC-03 Dictated text Likelihood: 3 | Inserttextonlyinto | Residual Engineering,QA | Applicable Q2,Q3
inserted into the Severity: 4 the active editable | Likelihood: 1 because 2026
wrong field dueto | Initial Risk control; validate Residual dictation is
cursor/focus Score: 12 focus before Severity: 4 appended at the
changes. insertion. Residual Risk cursor position.

Score: 4

Dictation Risk | DC-04 Dictation allowed | Likelihood:3 | Enable Residual Engineering,QA | Preventsinvalid | Q2,Q3
inunsupported Severity: 3 microphone only Likelihood: 1 data entry. 2026
fields (numeric, Initial Risk for supported Residual
date, masked, Score: 9 editable text fields. | Severity: 3
calculated, read- Residual Risk
only). Score: 3

© Copyright 2026, Bizmatics, Inc. 2429 Military Suite 300, Niagara Falls, NY 14304

https://www.prognocis.com/




B SRS

BIzMATICS_PREDICTIVE DSI - INTERVENTION RISK MANAGEMENT PRACTICES

Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Dictation Risk | DC-05 Microphone Likelihood:4 | Graceful error Residual Engineering,QA | Functional Q2,Q3
permission denied | Severity: 2 handling with Likelihood: 2 impact only. 2026
orunavailable in Initial Risk guidance to enable | Residual
the Score: 8 microphone Severity: 2
browser/device. permissions. Residual Risk
Score: 4
Al/ML Risk Al-01 Model Likelihood: 3 | Grounding models | Residual Engineering,QA | A fundamental | Q2,Q3
hallucinates Severity: 5 on the source Likelihood: 2 risk of 2026
clinical details not | Initial Risk transcript (RAG). Residual generative Al
presentin the Score: 15 Displaying Severity: 5 that directly
conversation, confidence scores | Residual Risk impacts patient
creating false for generated Score: 10 safety.
information. content.

Traceability
feature allowing
userstoclickona
summary and see
the source textin
the transcript.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

Al/ML Risk Al-02 Low confidence Likelihood: 4 | System flags low- Residual Engineering,QA | Frustrates users | Q2, Q3
extraction results | Severity: 3 confidence Likelihood: 2 and can lead to | 2026
inincomplete or Initial Risk extractions in the Residual important
garbled Score: 12 Ul for mandatory Severity: 3 information
documentation. user review. Residual Risk being missed if

Optiontolistento | Score: 6 not reviewed.
the specific audio

segment related to

the low-

confidence text.

Al/ML Risk Al-03 Al misunderstands | Likelihood: 3 | Domain-specific Residual Engineering,QA | Context is Q2,Q3
clinical nuance or | Severity: 4 fine-tuning on Likelihood: 2 critical in 2026
context (e.g., Initial Risk medical Residual medicine;
confusing family Score: 12 conversations. Severity: 4 errors can
history with Use of ontologies Residual Risk fundamentally
patient's history). and knowledge Score: 8 change the

graphs to patient's story.
understand

relationships.
Clinician review is
the primary control
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date

Category Description Analysis Controls Analysis Governance

Type Score Score After

Mitigation

AI/ML Risk Al-04 Poor speech-to- Likelihood: 4 | Training speech Residual Engineering,QA | A major source | Q2,Q3
textaccuracydue | Severity: 4 models on diverse, | Likelihood: 2 of downstream | 2026
to accents, Initial Risk representative Residual errors and a
dialects, or low Score: 16 datasets. Allow Severity: 4 key equity
English users to select Residual Risk issue.
proficiency. speaker accent Score: 8

profiles. Provide
an easy way to edit
the transcript.

Al/ML Risk Al-05 Background noise | Likelihood:4 | Use of high- Residual Engineering,QA | A practical, Q2,Q3
(e.g., alarms, Severity: 3 quality, noise- Likelihood: 2 common 2026
other people Initial Risk canceling Residual problem in
talking) degrades | Score: 12 microphones. Al Severity: 4 busy clinical
transcription models for noise Residual Risk environments.
quality. reduction and Score: 8

speaker isolation.
System flags audio
segments with low
signal-to-noise
ratio.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Compliance & | CR-01 Unauthorized Likelihood: 2 | End-to-end Residual Security A major HIPAA Q2,Q3
Regulatory disclosure of Severity: 5 encryption of data | Likelihood: 1 | ,Engineering,QA | preach can 2026
Risk Protected Health Initial Risk intransit and at Residual resultin
Information (PHI) Score: 10 rest. Regular Severity: 5 massive fines,
due to a system vulnerability Residual Risk lawsuits, and
vulnerability. scanning and Score: 5 reputational
penetration damage.
testing. Strict
access controls.
Business
Associate
Agreement (BAA)
with cloud
provider.
Compliance & | CR-02 PHIis Likelihood: 3 | De-identification Residual Compliance, A key risk, Q2,Q3
Regulatory inadvertently Severity: 4 of all data used for | Likelihood:1 | Engineering,QA | especially if 2026
Risk exposed through Initial Risk model training. Residual using third-party
model training or Score: 12 BAA with all Severity: 4 Al APIs.
third-party logs. vendors Residual Risk
prohibiting use of | Score: 4

PHI for their own
purposes. Clear
data retention and
deletion policies.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Compliance & | CR-03 Lack of a clear Likelihood: 3 | System logs all Residual Engineering,QA | Essential for Q2,Q3
Regulatory audit trail forwho | Severity: 3 user actions (view, | Likelihood: 1 medico-legal 2026
Risk created/modified | Initial Risk edit, approve). Residual purposes and
Al-generated Score: 9 Version history for | Severity: 4 internal quality
documentation. all notes, showing | Residual Risk reviews.
changes between | Score: 4
the initial Al draft
and the final
signed version.
Audit logs are
immutable and
retained.
Compliance & | CR-04 Failure to obtain Likelihood: 3 | Clear, Residual Compliance, Varies by state Q2,Q3
Regulatory proper patient Severity: 4 documented Likelihood: 2 | Engineering,QA | law ("one-party" | 2026
Risk consent for Initial Risk consent workflow | Residual vs "two-party"
recording the Score: 12 (e.g.,in-app Severity: 5 consent states)
clinical encounter. prompt, signed Residual Risk butisa
paper form). Score: 10 significant legal

Visible indicators
(light, on-screen
icon) that
recording is active.
Training for clinical

risk.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
staff on consent
procedures.
Compliance & | CR-05 Indefinite Likelihood: 3 | Formaldata Residual Compliance Minimizes the Q2,03
Regulatory retention of audio | Severity: 3 retention policy Likelihood:2 | Team "blast radius" of | 2026
Risk recordings and Initial Risk (e.g., retain audio | Residual a potential data
transcripts, Score: 9 for 30 days, then Severity: 3 breach.
increasing data securely delete). Residual Risk
breach risk. System Score: 6
automatically
purges data after
the defined period.
Provide tools for
users to manually
delete data.
Operational OP-01 Provider over- Likelihood: 4 | Mandatory review | Residual ClinicalTeam, | A significant Q2,03
Risk reliance on Al, Severity: 4 workflow. Ul Likelihood: 1 | Engineering,QA | human-factors | 2026
leading to reduced | Initial Risk design that Residual risk that
criticalreview and | Score: 16 encourages active | Severity: 4 undermines
signing off on review ratherthan | Residual Risk other controls.
incorrect notes passive Score: 4
acceptance.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
("automation Regular quality
bias"). audits and
feedback sessions
with providers.
Training on the
limitations of Al.
Operational OP-02 Al scribe disrupts Likelihood: 3 | Phased rollout Residual Clinical If the toolis Q2,03
Risk established Severity: 3 with pilot groups. Likelihood: 1 | Operations harder to use 2026
clinical workflows, | Initial Risk On-site training Residual Team, than the old
reducing Score: 9 and support during | Severity: 5 Engineering,QA | method, it will
efficiency instead implementation. Residual Risk be abandoned.
of improving it. User feedback Score: 5
sessions to
identify and
resolve workflow
friction.
Operational OP-03 System downtime | Likelihood: 2 | High-availability Residual Engineering, Must have a Q2,Q3
Risk or outage prevents | Severity: 4 cloud architecture | Likelihood: 2 business 2026
documentation Initial Risk (e.g., multi-zone Residual continuity plan.
during clinical Score: 8 redundancy). Severity: 3
encounters. Offline mode for Residual Risk
audio capture with | Score: 6

later processing.
Clear downtime
communication
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
protocol and
manual
documentation
backup plan.
Operational OP-04 Failure of Likelihood: 2 | Robust APl error Residual Engineering, Corrupting the Q2,Q3
Risk integration with Severity: 5 handling and data | Likelihood: 2 legal medical 2026
the EHR system, Initial Risk validation. Staging | Residual recordis a
causing data loss | Score: 10 environment for Severity: 3 critical failure.
or corruption. testing integration | Residual Risk
changes. Clear Score: 6
process for
manual data entry
if integration fails.
Operational OP-05 Low user adoption | Likelihood: 3 | Physician Residual Product A product that Q2,Q3
Risk dueto perceived | Severity: 3 champions to Likelihood: 1 | Management isn't used 2026
inaccuracy, Initial Risk advocate for the Residual provides no
complexity, or lack | Score: 9 tool. Transparent Severity: 5 value.
of trust. communication Residual Risk
about model Score: 5

performance and
limitations. Strong
user support and
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
continuous
improvement
based on
feedback.
Patient Safety | PS-01 Incorrect Likelihood: 3 | All mitigations Residual Clinical Team Thisis a direct, Q2,Q3
Risk medication or Severity: 5 from CL-06 and Likelihood: 2 high-severity 2026
dosage Initial Risk OR-01/02. Closed- | Residual patient safety
documentedin the | Score: 15 loop medication Severity: 5 event.
note leadstoa reconciliation. The | Residual Risk
prescribing error signed noteisthe | Score: 10
by another source of truth,
clinician. reinforcing the
need for thorough
provider review.
Patient Safety | PS-02 Almisses a Likelihood:2 | NLP models Residual Engineering, QA | Can lead to Q2,Q3
Risk critical, time- Severity: 5 trained to Likelihood: 1 catastrophic 2026
sensitive Initial Risk recognize and flag | Residual outcomes due
diagnosis (e.g., Score: 10 critical keywords Severity: 5 to delayed
signs of stroke) and concepts for Residual Risk treatment.
mentioned by the immediate review. | Score:5
patient. The provider's
clinical judgment
and review is the
primary safeguard.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Patient Safety | PS-03 Incorrect allergy Likelihood: 3 | All mitigations Residual ClinicalTeam, | A preventable, Q2,Q3
Risk information is Severity: 5 from CL-05. Likelihood: 1 | Engineering,QA | high-severity 2026
documented, Initial Risk Prominent display | Residual patient safety
leading to an Score: 15 of allergies in the Severity: 5 risk.
adverse reaction. patient banner. Residual Risk
The provideris Score: 5
ultimately
responsible for
confirming
allergies before
prescribing.
Patient Safety | PS-04 Encounter Likelihood: 2 | All mitigations Residual Engineering, QA | Canleadtotwo | Q2,Q3
Risk documentationis | Severity:5 from CL-04. Strong | Likelihood: 1 patients being 2026
saved to the wrong | Initial Risk patient identity Residual harmed: one
patient's chart. Score: 10 management is Severity: 5 receiving wrong
critical. Residual Risk care, one not
Score: 5 receiving
needed care.
Patient Safety | PS-05 Al-generated Likelihood: 2 | The system should | Residual ClinicalTeam, | The Alisa Q2,03
Risk clinical Severity: 5 not provide Likelihood: 1 | Engineering,QA | scribe, nota 2026
recommendations | Initial Risk unsolicited clinical | Residual clinician. This
(if any) are Score: 10 recommendations. | Severity: 5 boundary must
inappropriate or All suggestions Residual Risk be enforced in
harmful. (e.g., codes, Score: 5
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
orders) must be the product
clearly labeled as design.
such and require
provider
confirmation.
Patient Safety | SEC-01 Unauthorized Likelihood: 3 | Multi-factor Residual Security, A standard but Q2,Q3
Risk accesstothe Severity: 4 authentication Likelihood: 1 | Engineering, critical security | 2026
system via stolen Initial Risk (MFA) required for | Residual control.
credentials. Score: 12 allusers. Role- Severity: 4
based access Residual Risk
control (RBAC) to Score: 4
limit data
exposure. Session
timeout and
automatic logoff.
Patient Safety | SEC-02 Alarge-scale data | Likelihood:2 | Encryptionatrest | Residual Security, A"company- Q2,Q3
Risk breach exposes Severity: 5 and in transit. Likelihood: 1 | Engineering, killer" event. 2026
the PHI of Initial Risk Regular security Residual
thousands of Score: 10 audits and Severity: 5
patients. penetration Residual Risk
testing. Incident Score: 5

response planin
place. Cyber
insurance.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Patient Safety | SEC-03 Promptinjection Likelihood: 2 | Input sanitization Residual Engineering An emerging Q2,Q3
Risk attacks cause the | Severity: 4 and validation. Likelihood: 1 threat specific 2026
model to reveal Initial Risk Strict separation Residual to LLM-based
sensitive data or Score: 8 between user Severity: 4 systems.
perform prompts and Residual Risk
unauthorized system Score: 4
actions. instructions.
Monitoring for
anomalous model
behavior.
Patient Safety | SEC-04 Data poisoning or | Likelihood: 1 | Strict controls over | Residual Engineering A sophisticated | Q2,Q3
Risk model Severity: 5 training data Likelihood: 1 attack that 2026
manipulation by a | Initial Risk sources. Residual could have
malicious actorto | Score:5 Continuous Severity: 5 widespread,
degrade monitoring of Residual Risk subtle effects.
performance or model Score: 5
introduce biases. performance and

data drift. Model
versioning and
rollback
capabilities.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Patient Safety | SEC-05 Aninsider threat Likelihood: 2 | Principle of least Residual Security Team | Adifficult but Q2,Q3
Risk (malicious Severity: 4 privilege access. Likelihood: 1 necessary risk 2026
employee) Initial Risk Data Loss Residual to manage.
intentionally Score: 8 Prevention (DLP) Severity: 5
exfiltrates patient tools. Monitoring Residual Risk
data. and alerting on Score: 5
unusual data
access patterns.
Background
checks for
employees with
data access.
Bias & BF-01 Speech Likelihood: 4 | Proactively collect | Residual Engineering,QA | Amajorriskfor | Q2,Q3
Fairness Risk recognition model | Severity: 4 and label diverse Likelihood: 2 health equity; 2026
has higher error Initial Risk speech data for Residual can perpetuate
rates for non- Score: 16 training. Regular Severity: 4 disparities in
native English fairness audits Residual Risk care.
speakers or across Score: 8
certain dialects, demographic
leading to poorer groups. Provide
documentation feedback
quality. mechanisms for
users to report
transcription
errors.
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Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation

Bias & BF-02 NLP model Likelihood: 3 | Include diverse Residual Engineering,QA | Can lead to Q2,Q3
Fairness Risk misinterprets Severity: 3 patient Likelihood: 2 misdiagnosis or | 2026

culturally specific | Initial Risk populationsin Residual downplaying of

descriptions of Score: 9 training data and Severity: 3 patient

symptoms. user testing. Residual Risk symptoms.

Involve clinical Score: 6

experts from
different
backgroundsin

model validation.

The provider's
review is key to
adding this
context.
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lack of specific
training data.

the productis
optimized for.
Partner with
specialty-specific
organizations for
data and
validation.

Risk Risk ID Risk Name / Initial Risk Mitigations / Risk Risk Owner Notes / Date
Category Description Analysis Controls Analysis Governance
Type Score Score After
Mitigation
Bias & BF-03 The Al scribe Likelihood: 3 | Develop and fine- Residual Product A'"one-size-fits- | Q2, Q3
Fairness Risk performs poorly Severity: 3 tune models for Likelihood: 2 | Management, all" modelis 2026
for certain medical | Initial Risk specific Residual Engineering,QA unlikely to work
specialties (e.g., Score: 9 specialties. Be Severity: 3 well across all
psychiatry, transparent about | Residual Risk of medicine.
pediatrics) due to which specialties Score: 6

8. Residual Risk Summary

With AWS Bedrock HIPAA safeguards, consent-driven activation, architectural isolation, and mandatory clinician oversight, the Al Scribe Tool and

Scribe Summary maintain a low residual risk profile appropriate for a documentation-support pDSI.

Residual risks related to transcription accuracy, audio quality, and workflow integration are continuously monitored and managed under Bizmatics
IRM governance framework.
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IRM Summary: PrognoCIS Al Past Progress Note Summary —Predictive DSI

1. Overview

The Patient Past Progress Note Summary is a Predictive Decision Support Intervention (pDSI) designed to assist clinicians by generating a concise,
narrative summary of a patient’s prior clinical encounters for review before upcoming appointments.

The toolis launched from various screen like home page, patient encounter and operates only on the records of the patient selected by the
authenticated user. It summarizes previous visit progress note into paragraph-style clinical text formatted according to standard clinical note
conventions.

The Patient Past Progress Note Summary is built using Anthropic Claude 3.5 services accessed via a secure APl integration. Bizmatics does not train,
fine-tune, or modify the vendor model. All safety, privacy, validation, and formatting controls are implemented within the PrognoCIS application
layer. It leverages Anthropic Claude hosted in AWS Bedrock under a signed BAA, ensuring HIPAA-compliant infrastructure. Claude is accessed
exclusively through AWS Bedrock services configured for HIPAA compliance. No direct calls to public Anthropic APIs are made.

Scope and Limitations:
This Al tool provides summarization of existing clinical documentation only. It does not generate new clinical interpretations, diagnoses, or

recommendations. The output is intended to support clinician efficiency and must be reviewed by a qualified healthcare professional prior to clinical
use.

2. Intended Use

The Patient Past Progress Note Summary Al Tool enables clinicians to:

e Review summarized narratives of prior patient visits

¢ Quickly understand historical clinical context before an encounter

e Improve efficiency in chart review workflows

e Access encounter summaries formatted in standard clinical note structure (HTML-based layout)
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The tool operates on previous visit summaries and tagged encounter data provided by the PrognoCIS system.
Out of Scope / Blocked Behaviour
The system does not:

¢ Generate diagnoses or treatment plans

* Provide clinical recommendations or decision-making guidance
¢ Introduce new clinical facts beyond the source records

¢ Modify or overwrite source EHR data

¢ Accept free-text user prompts

¢ Include demographic PHI form EHR

¢ Perform predictive analytics or risk scoring

If system inputs fall outside allowed parameters, the summary generation is blocked and a safe system message is returned.

3. Data Practices
3.1 Data Acquisition

e System design ensures no EHR patient data or identifiers are exposed to the model, maintaining strict architecturalisolation.
¢ Inputs consist solely of existing visit summaries and structured encounter elements supplied by the PrognoCIS EHR

e Demographic PHI (e.g., patient name, address, contact information) is explicitly excluded

¢ Data is transmitted securely to the vendor model via API for processing

3.2 Data Validation

¢ Input parameters are controlled and system-generated
e Encounter data is tagged and filtered prior to transmission
¢ PHI minimization rules ensure only clinically relevant visit content is included
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3.3 Data Storage & Retention

* AWS Bedrock enforces zero-retention for model inputs/outputs under HIPAA configuration.
* No patient data is stored by the vendor model

¢ APl requests are transient and not retained

e Bizmatics logs only operational metadata (e.g., timestamp, success/failure status)

¢ Generated summaries are stored within the PrognoCIS EHR as part of the patient record

3.4 Data Limitations

¢ Qutput accuracy depends on completeness of prior documentation
¢ The model does not verify clinical correctness
e Summaries require clinician review before reliance

4. Validity, Reliability, Robustness, and Fairness
4.1 Validity

¢ Clinical validation conducted through clinician review of generated summaries
¢ Output accuracy evaluated against source encounter documentation
* HTML formatting verified to align with standard clinical note structures

4.2 Reliability

e High-availability infrastructure ensures consistent system performance
¢ Regression testing validates consistent summarization behavior

4.3 Robustness

e Architectural isolation and AWS Bedrock safeguards prevent unauthorized access to patient data.
e Controlled input parameters prevent prompt injection
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¢ Guardrails restrict output to summarization-only behavior
¢ Fail-safe mechanisms prevent generation if data filters fail

4.4 Fairness

e Summarization logic does not introduce demographic inference
e Bias risk minimized by excluding demographic identifiers
e Periodic review ensures neutral, factual summarization across patient populations

5. Safety, Security, and Privacy Controls
5.1 Safety Controls

e Summarization-only design

¢ No generation of new clinical interpretations

e Clinician review required

¢ QA sampling for hallucination and omission detection

5.2 Security Controls

* Role-based access control (IAM-ldentity and Access Management)

e Secure APl authentication

e Encrypted data transmission

e Network isolation and firewall protections

¢ Full audit logging within the application (no demographic PHI)

* AWS Bedrock HIPAA configuration ensures encryption, IAM, and zero-retention compliance.

5.3 Privacy Controls

* AWS Bedrock ensures zero-retention for model inputs/outputs under HIPAA configuration.
¢ PHI minimization and exclusion of demographics
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¢ \/endor contractual prohibition on data retention
¢ Internal privacy and compliance review
e User feedback free-text fields are not intended for PHI entry and are excluded from modelinput and patient records.

6. Governance, Oversight, and Monitoring

6.1 Governance Roles

¢ Product: Defines summarization scope, prompt templates, and output format
¢ QA: Validation testing, regression testing, and sampling reviews

¢ Clinical Review: Accuracy and usability feedback from clinicians

¢ Security & Compliance: HIPAA, ONC, and audit oversight

* DevOps: Infrastructure reliability, monitoring, and incident response

6.2 Monitoring Cadence

* Routine QA sampling conducted during the QA process

¢ Fairness and safety reviews incorporated into CloudOps workflows

¢ Residual-risk assessments performed as part of standard governance

e Scheduled clinical validation activities, including limited beta release to selected clients for feedback.
¢ Continuous SLA & latency monitoring

6.3 Escalation & Remediation

e Verify AWS Bedrock HIPAA configuration (zero-retention, encryption, IAM) and escalate to AWS support if required.
e Triggers: Hallucinations, summarization errors, PHI-filter failure, system anomalies

¢ Actions: Issue triage, prompt or filter updates, QA and clinical revalidation, documentation updates, and user communication
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6.4 User Feedback & Continuous Improvement

The Patient Visit Summary tool provides clinicians with positive and negative feedback options to assess the quality and usefulness of generated
summaries.

For negative feedback, the system includes an optional free-text field labeled “Help us to improve”, allowing users to describe general quality
concerns.

Safeguards applied to feedback collection include:

¢ Feedback is voluntary and non-clinical

e Users are trained not to enter patient-identifying or clinical details

¢ Feedback is not linked to or stored within the patient medical record

* Feedback is reviewed in aggregate for quality improvement purposes

¢ Feedback does not trigger automated changes to summaries or clinical data

Feedback is used by Product, QA, and Clinical Review teams to:
e |[dentify recurring summarization issues

¢ Detect potential hallucinations or omissions

¢ Inform prompt, formatting, or guardrail refinements

e Support continuous monitoring and risk mitigation activities
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7. Risk Analysis, Mitigation, Governance Brief Overview Table

model error

confidence scores

Risk|Risk Name / Initial Risk  |Mitigations / Risk Analysis Score |Risk Owner Notes / Governance Date
ID |Description Analysis Controls After Mitigation
Score
R01 [Summary omits |Likelihood: 3 |Data completeness |Residual Likelihood: 2 Al Model/ QA QAreports, User Q2,Q32025
critical prior visit [Severity: 5 checks, structured Residual Severity: 2 |[Team/Product Feedbacks
findings Initial Risk  |data mapping Residual Risk Score: 4{Team
(incomplete data|Score: 15
input)
R0O2 |Hallucinated or |[Likelihood: 3 [Prompt tuning, Residual Likelihood: 2 |Al Model / QA QAreports, User Q2,Q32025
incorrect Severity: 5 |[domain-restricted Residual Severity: 2 [Team/Product Feedbacks, Prompt
summary initial Risk  [summarization, Residual Risk Score: 4{Team change log
contentdueto |[Score: 15 human review,
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RisklRisk Name / |Initial Risk Mitigations / Risk Analysis Score [Risk Owner Notes / Governance Date
ID |Description |Analysis Score |Controls After Mitigation
RO3 [Tags or Likelihood: 3 Rule-based tagging |Residual Likelihood: 2 |Al Model /Data  |PHI audit logs, Prompt  |Q2, Q3 2025
parameters Severity: 4 validation, Residual Severity: 2 |Engineering / QA |inspection reports
incorrectly Initial Risk classification QA Residual Risk Score: 4
classify past |Score: 12 pipelines, error
encounter data monitoring
R04 HTML output |Likelihood: 2 Cross-platform Residual Likelihood: 1 |DevOps / HTML validation reports, |Q2, Q3 2025
fails to render |Severity: 3 testing, fallback plain [Residual Severity: 2 |Frontend/QA Rendering test results
properly in Initial Risk text, HTML validation |Residual Risk Score: 2
some Score: 6 tools
environments
RO5 [Summary Likelihood: 2 Bias audits, clinician |Residual Likelihood: 1 |Al Model /Data  |QA Bias audit results, Q2,Q32025
introduces Severity: 4 review, model Residual Severity: 3 |Engineering / QA |Clinical escalation
clinical bias or | Initial Risk transparency tools Residual Risk Score: 3 reports
rephrases Score: 8
inaccurately
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Risk|Risk Name / |Initial Risk Mitigations / Risk Analysis Score After |Risk Owner Notes / Governance |Date
ID |Description |Analysis Score Controls Mitigation
RO6 |Risk of re- Likelihood: 2 PHI filtering Residual Likelihood: 1 Al Model /Data QA- Access misuse Q2,Q32025
identification |Severity: 5 (NER-Named Residual Severity: 4 Engineering / QA results, Usage pattern
if filtering of | Initial Risk Score: |Entity Residual Risk Score: 4 results
PHI fails 10 Recognition),
redaction rules,
encryption,
logging, data
access controls
RO7 Misuse: user |Likelihood: 2 Access logging, |Residual Likelihood: 1 Clinical UX/ Updated Risk Q2, Q32025
runs Severity: 4 patient Residual Severity: 3 Compliance Management
summary on |Initial Risk Score: |verification Residual Risk Score: 3 documents, Executive
wrong patient |8 prompts, “reason Summary, Governance
or without for access” Activities updates
clinical need tracking
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8. Residual Risk Summary

With all mitigations applied—including AWS Bedrock HIPAA configuration, architectural isolation from EHR patient data, and strict summarization-
only guardrails, the tool maintains a low residual risk profile.

With all mitigations applied, the PrognoCIS Al Past Progress Note Summary maintains a low residual risk profile appropriate for an informational
pDSI.

Residual risks are continuously monitored and managed per Bizmatics’ IRM policy.

Change Log:
Document Version Date Description of Change ONC-ACB
1.0 December 2025 NA Drummonds Group
1.1 August 2026 Al Scribe and Scribe Summary IRM Updates Drummonds Group
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